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Abstract:  

Vehicular Ad-hoc Network is the science of building a portable adhoc network. It  provide three types of communication  in 

VANET, namely vehicle to vehicle (V2V) communication, Road side unit  to Vehicle (R2V) communicat ion. VANET prov ide 

many security applications to secure people lives on road side. But on another hand it should also consider some of the issues in 

security such as privacy of drivers including location and identifier informat ion. so that proposed algorithm provide authentication 

to users communication with  privacy among vehicles based on ID pairing based  Signature scheme which are located on the 

pairings with RSA cryptography is applied in VANET. Simulat ion result demonstrates the advantage of ID pairing signature has 

improved the ratio of packet delivery  and throughput of vehicles hence this approach proves to be appropriate for this VANET.  
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I. INTRODUCTION 

  

Now a day VANET is more popular and Intelligent 

Transportation Systems is the big part in  VANET. Every 

vehicle or node in VANET is reg istered in  TA (Trusted 

Authority) that is connected to the roads with wired  channel. 

The Authority is connected with the server in back end. The 

OBU and RSU are connected using the Dedicated Short Range 

Communicat ions protocol (DSRC) in the wireless medium. 

The RSUs and TA are performed through functional servers 

are inter connected by using the network.  

 
In VANET all part icipating vehicle uses wireless router 

vehicles or nodes are communicat ing one among themselves 

between 100m to 300m. Vehicles or nodes are connected to 

form a network. As vehicle move out of the range from 

network or signal, other vehicle can accompany to, join  with 

one another vehicle. Emergency vehicles also able to connect 

with other vehicle for safety purposes. The fo llowing units are 

designed for VANET. OBU- On board Unit  are connected 

devices between vehicles. RSU- Road Side Units connected 

based on asides the roads. MANET is fundamentally a differ 

of VANET with the following equity to be essentially 

considered in the create of VANET architecture. The 

following units are designed for VANET. OBU- On board 

Unit communication devices between vehicles. RSU- Road 

Side Units communication based on asides the roads. MANET 

is fundamentally a differ of VANET with the following equity 

to be essentially considered in the create o f VANET 

architecture. Those properties include large mobility and 

immediately changeable topology. Available, Geographic 

environment modelling flexibility and assert, delay hard 

constraints and low power constraints. 

 

The (vehicles) nodes are capable of eloquent in the respective 

path which is Pre-arranged, as roads are well communicated 

between each and every point and p lace. These nodes are 

similar to the vehicle in W ireless Sensor Network (WSN), as 

they are capable of routing and sensing environmental 

conditions. So the ideas of a VANET design to consider all 

these properties. Security issues are formed in VANETs, 

because the network is available easily and contains crit ical 

life information which needs no adjustment and hence 

supports the need of active authentication is such a network. 

There are few requirements for provid ing authentication to the 

users in VANETs and they are computing overhead, (amount 

of cryptographic operations needed), control overhead 

(bandwidth overhead), latency (time fo r a response), 

Initializat ion time (initializing the time of system), forceful 

authentication, extensible and support based on re-

authentication and revocation policies. 

 
Verification can be done in different stage namely  one node to 

another node and RSU to vehicle and TA to RSU. In that TA 

and RSU communicated using wired channel. The aim of the 

architecture provides authentication for each and every node in 

the network, i.e., at  node level using identity signature based 

approaches. These characters are the true identities that will be 

used only for both wired  connection and in the wireless media 

connection authentication is provided that are not real world 

name, but are cert ified by Trusted Authority. Fundamentally, 

there are only three entit ies in the environment namely, 

Trusted Authority (TA), Road Side Unit (RSU) and vehicle. 

Among these, the vehicle is the only mobile entity whereas the 

TA and RSU are fixed. TA is efficient of checking the real 

world  identity and vehicle authenticating, whereas RSU 

provides the vehicles or nodes with the specific logic based on 

request-response mechanism.so that proposed algorithm RSA 

for authentication and display the key generation value. The 

node ID and certificate ID are generated by the (TA) Trusted 

Authority. When the vehicle start communicate with another 

vehicle they automatically verify the certificate ID of another 

vehicle if the vehicle ID matches they can able to 

communicate continuously. 

 

Research Article                                                                                                                             Volume 7 Issue No.3   



International Journal of Engineering Science  and Computing, March 2017         5064                                                                 http://ijesc.org/ 

 
 Figure.1. System model  

 

 II.RELATED WORK 

 

In 2004 (1) Hubax et al. Prospective two result to give 

preservation and secrecy in vehicular networks. Firstly, 

Electronic License plates are used as trusted identity. They 

have also handle on aggressive appraise with a predicted 

expanse appraise of option and to identification trespass users, 

even if no vehicle is within its communicating range. In the 

second prospective device Tamper-proof GPS and checkable 

Multilateration are used for Location identifications. A reply 

and response based protocol with distance prance equality 

property is to be used. The drawback is, it does not mention 

any specific solution to the problem.  

 

In 2006 (5) and later in 2008 (6) Kamal et al. Prospective and 

identifications based cryptosystem security framework for 

VANET. They assert on the use small-lived handle for the 

function of being unhacked by some attacker and removal of 

certificate identification exchange. Every node has a 

uncommon ID, a common certificate and a pair of key. The 

Certificate Revocation List (CRL) is kept at the Base Station. 

But this architecture has a hiked signaling up above and 

probable by the authority. 

 

In 2007 Lin et al. (3), presented GSIS which perform with both 

preservation and security. It arranges limited secrecy using 

group sign and Identifications scheme based on linear pairing 

for dynamic Bandwidth usage. The Security scheme is part into 

two with its owned convenient and presumptuous the 

foundation points are reliable; and OBU for which group 

signature is performed between road side unit and on board 

unit where Identity Signature based is worn. The first 

obligation has five phases with participation traceability and 

the second obligation has three aspect with private key for each 

entity. The annoying phase is their implementation. 

 

In 2007 Sun et al (7), also implement an Identity-based scheme 

that erase the commitment for credential and contribute 

authentication with privacy, non-repudiation, message 

integrity, authentication, and confidentiality. The idea uses 

pseudonym-established and threshold-related arriving for 

defending opposite location identification and user marking 

respectively. For accomplish security, different authorities are 

shared with common revealing informat ion. For authentication 

and integrity ID-based digital signatures are used. For trust 

worthy, public or symmetric key encryptions are used.  

In 2009, Identity-based solution is prospective in (8) by Sun 

and Jang. This approach uses distributed authentication 

method, where the frame work is the distributed beyond the 

AU-RSU (Authentication RSU) at the other end finding it and 

revokes the temporary certificate. They have not considered the 

time issues for the originality of the certificates, as there is a 

possibility of harm older certificates and only a framework is 

suggested without any protocols for implementation. 

 

 III. S YSTEM OVERVIEW 

 

 In this section, it demonstrates the structure architecture, the 

attack strategy and system assumptions used in proposed 

method. 

 
System design: 

The system representation of our proposed design is manifest 

in Fig. 1. It contains TA, RSUs and vehicles. Trusted 

Authority (TA): The TA is accountable for the registration of 

RSUs, vehicle OBUs along with the vehicle users and it is also 

accountable for key generation and distribution to support 

secure premium services in the VANET system. In this 

scheme, every state in the nation has a TA. When a node or 

vehicle shifts from one state to another state, the vehicle's 

credentials will be verified  using the TA of the reg istered 

state, which is launched by the TA of the state where the 

vehicle is roaming currently. In  Fig. 1, it has illustrated a 

single TA for our convenience. In addition to this, each TA 

validates the identity vehicle OBU's or the identity of users to 

avoid malicious vehicles in filtrating into the VANET system. 

Road Side Unit (RSU): RSUs are stationed at the road sides 

and they are regularly monitored and managed by the TA. 

These units serve as a platform between the TA and the 

vehicles. The RSUs hooks up with the TA by a secure wired 

network and OBUs by an open wireless channel. Vehicles: All 

vehicles are embedded with an OBU in the VANET system. 

The vehicles can communicate among other Vehicles and 

RSUs through these OBUs. The vehicles can correspond 

among the TA through the RSUs.        

                                     

 IV DES CRIPTION OVERVIEW  

 

This paper represents the technique of justification is VANET 

using similarity based approach. The vehicles initially register 

themselves to the Trusted Authority (TA) by providing it with 

the user's original information. They start communicat ing with 

the Road side Unit  (RSU) or other vehicle. The RSU in  turn 

investigate the original identification of this vehicle or node 

with the trusted authority and once if it is valid or matches, it 

provides the security and managing the RSU. It can interact 

with other entities in the topology in a more secure manner.  

 

 V. EXIS TING S YS TEM 

 

 Vehicles use their identity of the natural world to register 

themselves with the TA. As TA is a trusted third party (TTP) 

and this communication takes place over a wired medium this 

communicat ion is safe and can be time consuming since TA 

has to check the authentically of the user by verifying all its 

identity. But when the vehicle is on road or moving, it is not at 

all possible for each particular vehicle in the structure to 

justify itself using real world identities. It is also time 

employing and insecure hence these communicat ions are over 

wireless medium, which are ext ra decumbent to attacks. 
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VI. PROPOS ED S YS TEM 
 

 For authentication without any arrangement at the   

introductory aspect of   registration and quick verification of 

this authenticity on road, two specific systems are used. The 

first method identity Based Signature (IBS) makes use of the 

real world  identity of the uses to authenticate and certificate is 

verified by TA after the signature is verified the vehicle started 

communicat ion with itself with the TA. The TA in turn 

provides the user with parameters. In  the second method, for 

more security is provided to encode and decode of the 

informat ion are given by RSA algorithm.  
 

 VII. MODULE DES CRIPTION  
 

A). Vehicle Registration 

Registration of vehicle in this stage takes place, even before 

the vehicles start moving. Every vehicle must register itself to 

the Trusted Authority (TA) which are wide area spread and are 

all cross authenticated. This can be accomplishing either by 

the manufacturer or owner of the vehicle by lend the real 

identity of the vehicle or node. 

 

B). Road Side Unit to Vehicle Authentication  

The RSU periodically performance its informat ion, so that the 

vehicle or node in that transmission range can obtain the 

RSU's information. When a node or vehicle needs to 

authenticate itself in the arrangement, it in itially transmit a 

accompany the message request to RSU, which verifies the 

signature using IBS and accepts the vehicle as valid on ly if it 

is previously authenticated by the TA. 

 

C). Vehicle to Vehicle Authentication  

For ensuring authentication among one another, vehicles use 

IBS scheme. Init ially, a vehicle generates a message and send 

to other vehicle or road side unit after verify certificate.  

 

D) RSA algorithm 

For encrypt and decrypt the message RSA is used for secret 

key cryptosystem and RSA as a suitable algorithm for security 

standard. The fast and energy of the much commercially 

applicable hardware and software application  of RSA are 

developed rapidly. RSA with 1024-bit module is widely used 

and this module helps to display the generation of key value.  
 

 VIII.   EXPERIMENTAL RES ULTS  
  

The only simulator which  allowed  insertion and analysis of 

encryption algorithms was the Network Simulator-2. In itially, 

it was added to install Network Simulator-2 in a W indows 

platform, however, the simulator developer himself, suggests 

it to be installed by a virtualizat ion process in a Linux OS.  

                   

 Table. 1. Simulation Parameter  

        Simulation area  1900x2000 m2 

Transmission range  300 m 

Mobility model Random way point  

Speed 0-20 meter/second 

MAC IEEE 802.11 

Traffic source model Constant bit rate 

Channel data rate 2 Mbps 

Initial energy 20 Joules        
 

Here, simulates our prospective protocol in a modern personal 

computer. The processor is Intel(R) Core(TM ) 2 Quad CPU, 

Q9400 at 2.66 GHz, 2.67 GHz, and Linux is the operating 

system. 

 IX     PERFROMANCE RES ULTS  

                         

                    Table. 2. Average Communication Delay 

Methods  N                          No of Vehicle Nodes  

POINTS    5    10    15     20    25 

  ECC   43    45    46     48    49 

  RSA    39     41    42     45    47 

 

 
           

     Table .3. Packet Delivary Ratio 

Methods                    No of Vehicle nodes 

POINTS    5   10  15   20    25 

 ECC   42   45  47   49    53 

 RSA   50   51  53   56    58 

 

 
                         

                         Table.4. Vehicle Throughput 

 Methods                     No of Vehicle Nodes 

 POINTS    5   10   15   20   25 

    ECC  3.4    3.5   3.6 3.8  3.8 

    RSA  3.5   3.6   3.7 3.9  3.9 
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 X.  CONCLUS ION 

   

The prospective method has to provide a valuable approach 

for a class of identity pairing based cryptosystem using RSA. 

The proposed system targets an identity signature based 

scheme pairings with RSA cryptography. The aim is to 

analyses security and efficiency of the pairing an RSA is 

applied for secure based cryptography. The prospective system 

is used to decrease the message delay between vehicles and 

also increase the delivery of packet ratio and vehicle 

throughput in VANET. RSA will be applied in the VANET 

and used to verify the message exchange in the VANET 

environment. By this way it can increment the result of 

messages which is passed by the vehicle. This will be helpful 

to achieve message authentication.  
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